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India Conducts National Cyber Defence
Exercise

India's national security agencies, in collaboration with the tri-services, are
presently engaged in a weeklong cyber defense exercise to assess the durability
of India's essential civilian and military infrastructure.

With the threat of cyberattacks from China and other adversaries intensifying
daily, the exercise is aimed at testing the resilience of India's critical
infrastructure.

Led by the Defence Cyber Agency, the cybersecurity drills involve the
participation of various branches of national security, all focused on evaluating
the effectiveness of the protective firewalls that safeguard India's vital
infrastructure.

Defence Cyber Agency

The Defence Cyber Agency is a tri-service command of the Indian Armed Forces.
Headquartered in New Delhi, the agency is tasked with handling cyber security
threats. The DCyA draws personnel from all three branches of the Armed Forces.
Founded: 28 September 2018

Current commander: Rear Admiral Mohit Gupta

Part of: Integrated Defence Staff (IDS)

Role: Cyber Warfare
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e Following collaborative cybersecurity efforts within the Quad framework, a
recent cyber defense exercise has been initiated in response to the discovery of
Chinese sleeper malware in Australian and Japanese networks, as revealed by
US cyber experts.

¢ Quad cyber challenge was organized this year, aiming to raise cyber awareness
and empower participants across the Indo-Pacific region to effectively
safeguard themselves in the online realm.

e The identified malware is typically implanted within critical networks, remaining
dormant for extended periods.
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e China-based hackers were responsible for the cyberattack on five servers of
AIIMS in Delhi on November 23, 2022.

e On the military front, during the Pakistani retaliation to the 2019 Operation
Bander, the adversary targeted the 25-infantry division of the Indian Army
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stationed in Poonch. Operation Bander was initiated by the IAF on February 26,
2019, to eliminate a Jaish-e-Mohammed terrorist training camp in Balakot.

e
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BALAKOT AIRSTRIKE:
OPERATION BANDAR

Union government servers managed by the National Informatics Centre (NIC)
frequently face cyber-attacks and compromises from adversaries seeking to obtain
confidential information and intelligence using implanted malware.

Date founded: 1976

Budget: X11.5 billion (US$140 million)
Director General: Shri Rajesh Gera
Headquarters: New Delhi

Parent organisation: Ministry of Electronics and Information Technology

B BB 4l National
=== _ Informatics
= — Centre



http://hyperurl.co/SSBCrackExamsApp

ACC  AFCAT
(1) (1)

eSSV TERVIEW

ONLINE COURSE

3 63 2
. (-
bk

243 PEOPLE @NLINE NOW

> 4

SSB Interview Online
Course 2022
5(139)

$6,999.00

Sl
el LA
n 9

451 PEOPLE @NLINE NOW

ACC Exam Online Course
Army Cadet College
2023

6,999.00

AIRMEN CAPF CDS EXAM
(2) (1) (2)

§ Jl'.ln'"
1) |'

448 PEOPLE @NLINE NOW

CDS Exam Online
Course 2023
5(87)
¥5,999.00

[

BEST SELLER

S‘:

98 FEOPLE @NLINE NOW

MNS Military Nursing
Service Exam Online
Course 2023
5{52)
¥5,999.00

EXAMS

Courses

PC(SL)

INET OFFICER MNS MOCK TEST NDA EXAM
(1)

(1) (1) (3) (1)

BEST SELLER

BEST SELLER

T e

256 PEOPLE @NLINE NOW 187 PEOPLE @NLINE NOW

AFCAT Exam Online
Course 2023
5(71)

CDS OTA Exam Online
Course 2023
5(84)

¥5,499.00 ¥5,999.00

SSBCrack

AFCAT EXAM

MOCK TEST
SERIES

&

B3 PEOPLE @NLINE NOW 35 PEOPLE @NLINE NOW

AFCAT Exam Online
Mock Test Series 2022

5(72)

OIR Test and PPDT

Online Course - Officers

Intelligence Rating Test
s(6H 7499.00

¥3,999.00

GET IT ON

sco SSB INTERVIEW
(1) (2)

HIGHEST RATED g
¥
—-:n

»

143 PEOPLE @NLINE NOW

NDA Exam Online
Course 2023
5(85)
¥5,999.00

CDS EXAM 2%
“ewes P

=

24 PEOPLE @NLINE NOW

CDS Exam Online Mock
Test Series 2022
5{86)

¥499.00

)" Google Play

TERRITORIAL ARMY

(1)

101 PEOPLE @NLINE NOW

Territorial Army Exam
Online Course 2023
5(80
¥5.999.00

BEST SELLER

NDA EXAM

MOCK TEST

SERIES

16 PEOPLE @NLINE NOW

NDA Exam Online Mock
Test Series 2022
5(86
¥499.00


https://play.google.com/store/apps/details?id=com.ssbcrackexams.learn

